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ETHICS AND SECURITY GUIDELINES 

FOR THE EUROPEAN SCHOOLS

INTRODUCTION

Maintaining high ethical standards is a priority issue for any organisation but particularly for the European Schools where maintaining the trust of stakeholders is paramount. It is important in ensuring proper education for pupils and in protecting the European Schools’ interests and reputation. Ethics rules and standards are not, therefore, a bureaucratic 'extra'. Maintaining appropriate standards of behavior lends credibility to our work and can protect the Schools’, their managerial, teaching, administrative and ancillary staff from any malicious allegations or misrepresentations. 
Ethical behavior flourishes in an environment where leadership is provided by example and there is a spirit of encouragement and support amongst the staff to meet the highest ethical standards. In most cases, ethics issues can best be handled with a mixture of common sense and open communication. A conflict of interest is not in itself an offence. It may only become so if not handled appropriately. It is very important that all staff members are well acquainted with the Schools’ rules on ethics. Implementing these rules falls under the responsibility of the Secretary-General and the Headmasters of the European Schools. 

A. ETHICS GUIDELINES 
	I. Dealing with conflicts of interest 


1. General context
Our conduct must be professional and impartial at all times. We should not be biased in favour of any third party. 

Take steps to avoid dealing with matters in which we have a personal stake that could impair our independence and, by extension, the Schools' interests. One of the most common causes of conflict of interest in organisations is the holding of financial interests in suppliers or contractors. 

A conflict of interest could arise in a number of ways. A non-exhaustive list of examples where such conflict could arise includes the following:

· you have a financial interest (e.g. a shareholding) in a company that is participating in a procurement process that you are involved in;

· you have private information at your disposal which may unduly influence your impartiality either as regards the outcome of the learning process for a pupil or a grant award process;

· you have a personal interest in the outcome of a selection procedure due to family or financial connections with a candidate.

Where a conflict of interest comes to light that you have previously failed to declare, it could give rise to a reasonable doubt as to whether you have acted impartially in the best interests of the Schools. 

You should therefore notify any situation of possible risk of conflicts of interests, even an appearance of conflict of interests. Where you have any financial or family interests, or any other personal interests or affiliations, which could be considered to cause a conflict of interest with your Schools duties, you should immediately inform the hierarchy. 

You should also avoid becoming involved in any part of procurement, grant award process or recruitment procedure where you have a personal stake or any other interest (e.g. family interest) in any of the potential beneficiaries. If you are involved in a procurement or grant award process, be aware of and respect all relevant provisions of the Schools’ Financial Regulation. 
If you find yourself under pressure from political groups or a national government, it is your duty to inform the hierarchy about such situations and to take the necessary measures to avoid your independence being compromised.

2. Relevant provisions

a) Financial management

· Article 18.2 of the Financial Regulation:

« All financial actors shall be prohibited from taking any measures of budgetary implementation which may bring their own interests into conflict with those of the schools… »

« … There is a conflict of interests where the impartial or objective exercise of the functions of a player in the implementation … is comprised for reasons involving family, emotional life, political or national affinity, economic interest or any other shared interest with the beneficiary. »

· Article 58 of the Financial Regulation:

« Contracts may not be awarded to candidates or tenderers who, during the procurement procedure:

(a) are subject to a conflict of interest … »
b) Recruitment procedure

· Article 5.3 of the AAS Regulations: 

« The selection process will be based on the principle of equal treatment of candidates. »
	II. Contacts with Lobbyists and other stakeholders


1. General context 
All staff members have wide discretion in deciding whom to meet, and the Schools should remain open and accessible institutions. But we should not be unduly influenced by any one stakeholder or group of stakeholders or give the impression that we favor the advice of one stakeholder over another.

It is essential to inform your hierarchy of forthcoming important meetings with relevant stakeholders. Keep a record of your contacts, and debrief colleagues and your hierarchy on the outcome of such meetings and any follow-up required. These records may be reviewed periodically to assess the range of stakeholder contact on policy issues.
2. Relevant provisions

· Article 10.4 of the AAS Regulations: 

« He/She shall, both during and after his/her period of service, exercise the greatest discretion with regard to all facts and information gained in the course of or in connection with the performance of his/her duties. »
· Article 18 of the Seconded Staff Regulations:

« A member of staff shall exercise the greatest discretion with regard to all facts and information coming to his knowledge in the course of or in connection with the performance of his duties. 

He may not, in any manner whatsoever, disclose to any person any document or information of an administrative or educational nature not considered public. »
· Article 62.1 of the Financial Regulation: 

« The arrangements for submitting tenders shall ensure that there is genuine competition and the contents of tenders remain confidential until they are all opened simultaneously. » 
· Article 63 of the Financial Regulation: 

« While the procurement procedure is under way, all contacts between the contracting authority and candidates or tenderers must satisfy conditions ensuring transparency and equal treatment... »

	III. Gifts and Hospitality


1. General context
Gifts can be an ethical challenge because they potentially affect our independence or other people’s perceptions of our independence. 
The question to consider in any situation is whether accepting a gift could compromise your autonomy, independently of its value. You should also consider the origin of the gift, and whether its acceptance could be seen to compromise your independence. As a general rule, it is recommended that you decline all offers that have more than merely symbolic value (such as diaries, calendars, small desk items, etc.). In this sense gifts with an estimated value of 50, -- € are in general considered to have more than a symbolic value. 

As regards hospitality, you should firstly assess that the invitation complies with your obligation to act impartially, in the interest of the European Schools and for the public good. You should not accept invitations from stakeholders which could be perceived as excessively generous, or invitations issued at frequent intervals by a single stakeholder. 

Invitations to entertainment, cultural or sporting events that are offered to you in your capacity as a Schools’ official, are gifts in kind and are to be approved by the hierarchy. 

Invitations to business meals that are paid for by third parties are to be considered carefully. 
2. Relevant provisions

· Article 17.2 of the Seconded Staff Regulations: 

« A member of staff shall not, without first obtaining the permission of the SG, accept, in his official position, any gift or payment from any source outside the School … »
	IV. Missions


Missions have to be in the duly justified interest of the School. 

When going on mission, ensure that a mission order is signed before departure so that you are covered by the Schools' insurance policy for personnel on mission. Early preparation of mission orders also assists in finding lower prices for flights and accommodation. 

When you return from a mission, do not forget to declare all the meals/hospitalities that were offered to you by a third party, so that your daily mission/subsistence allowance can be adjusted accordingly. A mission ‘report’ with the main outcome or conclusions should be provided. 
	V. Outside activities 


1. General context
The European Schools encourage staff members to participate in professional outside activities particularly in so far as they support voluntary or charitable causes. However, requests for engaging in some professional activities are refused. If you wish to engage in any external activity, whether paid or unpaid, you need prior authorisation from the hierarchy if you are a member of the Seconded Staff of the European Schools. Members of the Administrative and Ancillary Staff and Locally Recruited Teachers are asked to notify such activities to the management in order to avoid conflicts of interest. 
2. Relevant provisions

· Article 10.2 of the AAS Regulations: 

« A member of AAS wishing to engage in an activity of a professional nature or to carry out an assignment outside the schools, whether gainful or otherwise, must notify the management. »

· Article 17.3 of the Seconded Staff Regulations:
« A member of staff wishing to engage in an activity of a professional nature or to carry an assignment outside the schools, whether gainful or otherwise, in agreement with the national Inspector in the case of executive Directors and Deputy Directors), teaching and supervisory staff, must obtain permission from the Secretary-General.  »
	VI. Take action if you notice any wrongdoing


1. General context
If, in the course of, or in connection with the performance of your duties, you become aware of any information having a bearing on any member of staff, which may be detrimental to the interests of the Schools, you should immediately report it in writing. Depending on the fact who is involved, the communication should be addressed to the Head of Unit, or to the Headmaster of the School, or to the Secretary-General of the European Schools, who, additionally, will communicate the facts to the Financial Controller. 
In reporting suspected wrongdoing, you do not need to prove that the presumption of wrongdoing is correct, but you should reasonably believe it to be the case. 
‘Wrongdoing’ includes fraud, corruption, leaking of sensitive information, misuse of resources and other serious failure by staff of the European Schools to comply with their professional obligations.
If no appropriate action is taken within a reasonable period of time, staff may report the facts to the European Court of Auditors.

Any member of staff following these procedures, and who honestly and reasonably believes that the information disclosed and any allegations contained in it are substantially true, will not suffer inequitable or discriminatory treatment by the European Schools as a result of communicating such information.

2. Relevant provisions
· Article 19.8 of the Financial Regulation:

« … In the event of any illegal activity, fraud or corruption which may harm the interests of the Schools, he/she (= any member of staff who is involved in the financial management and control of transactions) shall inform the designated authorities and bodies designated by the applicable legislation. »

· Standard 10 “reporting improprieties” of the Rules adopted by the Board of Governors in accordance with article 19.6 of the Financial Regulation:
« Appropriate procedures, in addition to reporting to the direct superior, shall be established and communicated to staff covering the reporting of suspected improprieties. Persons complying with the above obligations must not suffer inequitable or discriminatory treatment as a result of communicating such information. » 
B. INTEGRITY AND SECURITY ISSUES

	VII. Be an "ambassador" for the European Schools


According to Article 13 of the General Rules of the European Schools it is to the Headmasters of the Schools to represent the schools outside and it is only to them to give information about the school to the press. 

Nevertheless, all staff members are asked to act as ambassadors for the Schools and display appropriate behaviour in their professional contacts. In this respect, the guideline also encourages staff to speak in public about their work. Make your presentation relevant to your audience, tailoring it to their needs and degree of knowledge and relating it, where possible, to their daily lives. 

Be aware that when you speak in public on a topic relating to your work in the Schools, it may not be clear whether you speak on behalf of the Schools or are expressing your personal views. You should avoid creating confusion or uncertainty when making public statements. Therefore, you should avoid discussing any theme on which the Schools have not adopted an official position. When expressing your private views in public, make it absolutely clear that you are expressing personal opinions that may not necessarily reflect the views of the Schools. 

A Schools’ official has the right to freedom of expression, with due respect to the principles of loyalty and impartiality. This right, however, should be understood together with obligations regarding a “duty of loyalty to the Schools” and the obligation to refrain from “any action or behaviour that might reflect adversely upon their position”.
	VIII.  Be helpful, but circumspect, if contacted by the media


Contacts with the media are the responsibility of the Secretary-General and the Deputy Secretary-General and the Headmasters of the Schools. As a general rule, they should be informed in advance of any contact with the media on the part of Schools’ staff, whenever these take place, especially as regards matters still under discussion within the Schools themselves.

	IX.  Manage your documents efficiently, so that you can maintain a clear record of your work and respond quickly to requests for documents


We all have a responsibility to manage our documents efficiently, and managerial staff has a particularly important role to play in ensuring good record management within the Central Office and the Schools. Documents and emails should be appropriately registered. Registered documents should be filed in accordance with the Schools’ filing plan in the common repositories and shared drives. Particular emphasis should be given to personal files in compliance with the recommendations of the Court of Auditors and the Internal Audit Service.

	X. Take precautions to protect sensitive information


Staff members have to respect the ‘European School Computer Charter’ (2011-11-M-2).

In this respect use only official software, protect your computer passwords, follow the specific security rules for each information system you use and put your PC in locked mode whenever you leave the office. 

Do not discuss sensitive information in public places, or leave documents containing sensitive information unattended. Make sure that confidential or sensitive information is securely stored when you leave the office. Limit distribution and copying of sensitive documents to essential copy recipients, and avoid, if possible, taking paper copies of sensitive documents off Schools premises. Use shredding machines to dispose of these documents after use.

Do not disclose any sensitive information that is known to you in your professional capacity within the Schools, except on a 'need to know' basis. Sensitive information to which you have access should never be used for private gain. Remember that information that may seem of little relevance to you may be of value to others. It is therefore sensible to be discreet about your work at all times.

Make sure that you are aware of relevant data protection rules whenever you need to collect or process personal data (e.g. personal information relating to pupils, guardians, parents, job applicants or members of working groups). 

	XI. Make proper use of the Schools equipment at your disposal


Schools’ equipment should not be used in a manner which is contrary to the interests of the Schools or in a way which might disrupt the functioning of the service or bring the Schools into disrepute.
Limit private use of Schools equipment (phone, mail, and internet) to the strict minimum. If you need to use your office phone for private purposes, make sure you pay for it either by entering your personal code or by declaring personal calls.

	XII. Carry out your duties to the highest professional standards


We should serve the interest of the European Schools with competence and responsibility, in accordance with the highest professional standards. Conclusions or decisions should be balanced and based on a thorough analysis of the facts and context. 

It is equally important that we strive to maintain high standards of professional competence throughout our careers. It is the best defence against poor decision making and loss of impartiality through over-reliance on others to check facts and sources. Professional competency is also a key element in effective management supervision. Professional development and training is an important part of maintaining professional competence. 

	XIII.  Consider the environmental impact of your actions at work


There are a number of simple steps that staff can take to limit the environmental impact of our work. For example: 

· when you leave the office in the evening, switch off the lights; 

· limit printing of documents that can be read online or print them recto-verso; 

· use the appropriate waste disposal bins for your waste paper and bottles; 

· consider using public transport to come to work.
	XIV.  Assist the security staff in maintaining a safe and secure workspace


Display your service card (where applicable) at all times while on Schools property. Meet visitors at the entrance to the building and accompany them throughout their stay on Schools premises.

Report any suspicious activity or packages to security staff. 

� EMBED MSPhotoEd.3  ���










1/13
2013-01-D-9-en-1
13/13

[image: image2.png]


_1149495577.bin

